
Welcome to the PIA for FY 2077!

Congress passed the E-Government Act of 2002 to encourage the use of Web-based lnternet applications or other information technology by Government
agencies, w¡th the intention of enhancing access to government information and services and increasing the effectiveness, efficiency, and quality of
govern ment operat¡ons.

To combat public concerns regarding the disclosure of private information, the E-Government Act mandated various measures, including the requirement that
Federal agencies conduct a Privacy lmpact Assessment (PlA) for projects w¡th information technology systems that collect, mainta¡n, and/or disseminate
"personally identifiable information" of the public. Personally identifiable information, or "personal information," is information that may be used to identifo a
specific person.

The Privacy Act and VA policy require that personally identifiable information only be used for the purpose(s) for which it was collected, unless consent (opt-
in) is granted. lndividuals must be provided an opportunity to provide consent for any secondary use of information, such as use of collected information for
marketing.

DÍrections:
VA 6508 is the directive which outlines the PIA requirement for every System/Application/Program.

lf you find that you can't click on checkboxes, make sure that you are: 1) Not ¡n "design mode" and 2) you have enabled macros.

PIA Website: http://vaww.privacy.va.gov/Privacy_lmpact_Assessments.asp

Roles o nd Responsibilitíes:
Roles and responsibilities for the specific process are clearly defined for all levels of staff in the VA Directive 6508 referenced in the procedure section of this
document.

a. The Privacy Officer is responsible for the overall coordination and review of the PIA to ensure compliance with VA Directive 6508.

b. Records Officer is responsible for supplying records retent¡on and deletion schedules.

c. lnformation Technology (lT) staff responsible for the privacy of the system data will perform a PIA in accordance with VA Directive 6508 and to
immediately report all anomalies to the Privacy Service and appropriate management cha¡n.

d. lnformation Secur¡ty Officer (lSO) is responsible for assisting the Privacy Officer and providing information regarding secur¡ty controls.

e. The CIO is responsible for ensuring that the systems under his or her jurisdiction undergo a PlA. This responsibility includes identifying the lT systems;
coordinating w¡th the Privacy Officer, lnformation Security Officer, and others who have concerns about privacy and security issues; and reviewing and
approving the PIA before submission to the Privacy Service.

DefínÍtÍon of Pll Oersonøllv ldentifÍoble lnformøtíon)
lnformation in identifiable form that is collected and stored in the system that either directly identifies and individual by name, address, social security
number, telephone number, e-mail address, b¡ometric identifiers, photograph, or other unique numbers, codes or character¡st¡cs or combined, indirect
indentify an individual such as a combination of gender, race, birth date, geographical indicators, license number is also considered Pll.

Mocros Must Be Enobled on ThÍs Form
Microsoft Office 2003: To enable macrot go to: 1) Tools > Macros > Secur¡ty - Set to Medium; 2) Click OK; 3) elose the f¡le and when reopening click on
Enable Macros at the prompt.

Microsoft Office 2007: To enable macros, go to: 1) Office Button > Prepare > Excel Options > Trust Center > Trust Center Settings > Macro Settings > Enable



All Macros;2) Click OK

Flnal Sþnaü¡res
Final Sþnatures are digitally sþned or wet signatures on a case by case basis. All signatures should be done when all modificat¡ons have been approved by
the VA Privacy Service and the reviewer has indicated that the s¡gnature is all that is necessaryto obta¡n approval.

Privacy lmpact Assessment Uoloaded ¡nto SMART
Privary lmpactAssessrnents should be uploaded into C&Asection of SMART.
All PIA Val¡dation Letters should be emailed to christina.pett¡t@va.gov to received full credit for submission.



(FY 20111 PIA: System tdent¡frc¡ti¡n
troSfãr or SïslcR il¡m€: CDCO > AITC > VA > Detease Fanance Accol¡rlE¡b¡Lty S€ryace (DfAS) Sectre ePayrol Traßsr¡úss¡.Ðn

Ofß Ud$¡c System/ ADgþ.üo.r / Pro3raer ldentiûer {AlA: LrPþ t}: o29{0{1-1}01-1330€

' Th€ pr¡pose of tàe Vfs mose F¡.l¡ncc Accor¡ît¡ôIity Scrvir {DfAS) Securc c?eyroll Traosrnirsim apDl¡o¡t¡d¡ is to provide a solntbn
tâ¡t cæ¡ists of t¡e nccess¡ry soûhrarc ¡¡¡d sc¡aners to albr VA papol documeots to be sent b ¡ secure m¡¡o.rcr to ænse Ciy¡¡an Pay

Systcm (OCPS). The ssl¡nion $nf s¡pport 202 æyrol offces târct¡ñont üe VÀ ¡nd sl¡dl i¡rl¡de lnrô¡are (scenners), sofrrrare,

Descrþtitn sf Sysæ¡r/ Appl¡r¡tien/ Pregr.m:

llrr¡¡e: Ar'thlñrm¡lir¡ Car*.r cDco

ComgÞtir¡ Docwnent:
Tiðes:

D.t€ of Lert PIA Apfoved by V CO Priv¡cy Sewiæs: (lrMfYYafY)

Daþ ADDroYal To oÛeral€ Err¡bes:

n/a - ûrst Pl¡A Íof OfAS

n/¡ (not yet d€termi¡¡ed - new sysæm)

Omer/ Chþf lobrmat¡<n Olñcer:

Afrry tlouc
llel Cruz

Jol¡¡¡ lr¡cker
Roy Coþs

512-326.5217 amv.howel(@va.qov
(æ2) ¡161-6254 neil.cruz@va.oov

St2-32922 John.Rucker@va.oov

202{61€16 rov.coles(@va.oov

Wþt sgec¡l¡c þg¡l ¡¡droritþs ¡r¡üorize this program or system:

wh.t ¡r üc c¡tpectrd rutnbcr of ¡aduidr¡ls lh¡t wil h¡ve üeir ?ll stored h tài¡ syttem:

tsGntfy wl¡t st te üe Sysæm / Af¡fr¡fnn / Pro¡nrn is at:

Il¡e¡¡eroún¡tcd¡&(H/YYì|Y) $G systcm w¡f be ogenticnal {if io tl¡e Desigl q
Dqrclc?ûtcñt rt ¡sl, or thc ¡egrori¡n¡c number of ycars tttc svst€m/.fDLc.üorv¡úo3r.m
h¡sbc€n hopenfrn.
ls tåcre ao a¡tlþr¡¡cd ô¡naÊ cor¡troa process wt*ih Cocumens any ctrm¡ss to ex¡stiì3

ryflketbns or sysæms?

lf llo, Cease e¡pl¡io:
Has ¡ tl^ Þeen comcbt d w¡tù¡l tl¡c last tùrce yG.rs?

St¡tutory provisþns, ErecüþG Order 12191 (45 FR 7997 (fcb. 6 19æ)) ar¡d otlrer Executive Orders of
the Presilent, ar¡d nÈs and r4uletirns of certain Fedenl retulatory departments and agencÞs.

:m+ VAEm¡loyees
Oper¡donll¡l¡¡¡æn¡nce

0al2o11

Ycs

lVA: Fist Pl

D¿æ of ¡e¡ort (tn¡fìVì'rv): o2lmí
Please check the appropr¡ate boxes and cont¡nue to the next TAB and complete the remaining questions on this form.

l- tbe r¡y d¡æls¡ been madc to ürc systen $ne tl¡e la¡t PIA?

l- k d¡is a PIV system/applic¡tiony'pr4nm collectiry Pll dda from Fedenl empbyees, oontfirtors, or othcrs perforrÚry wort lor tþ VA?

F Will th¡s syst€m/¡ÞD¡¡c¿t¡oo/progr¿m retr¡eve iaforr¡atio¡r or¡ tlre basis of n¡¡ne, unique identifier, symbol, oroÚpr Pll d¡t¡?
tr ooes üús sv¡æ¡a/¡oelkatir¡o/¡rocr.m olþct. store or eli¡semiaatc PUPIil d¡t¡?
tr Does ü¡is svstem/agplicaton/progn¡¡¡ ollect, stcre or Gl¡ssem¡oåùe lh€ SSll?

lf there is no Personally ldentifiable lnformation on your system , please complete TAB 7 & TAB 12. ( See Comment for Definition of Pll)

?.Sy*mltücáien Pe¡s 3



(FY 2011) FeA: Systmr of Records
ls tå. d¡ûa naðst¡¡ncd ¡ndcr oac or mre approæd Sysæm{sl of necords? Í thc a¡srer aboæ
no, pbæc slþto rory 15.

For e¡ch ¡¡n¡c¡¡lc Systcm(sl of l¡eords, llst:

1. Af Sptem of Eccofd ldcnt¡lþr.(s) {nmöerl: 27\lA0a7
2. ilamê of tàc Sïstêm oú iecords: Persoa¡el ¡ad Accot¡oth¡ Pay Syste¡n-VA

3. tæatbn uAerc tåe speciñc æe¡c¡Ue Systefa of nccords llotiee may be accessed
(¡¡rcþde tàc [nLþ htto://www.rms.oit.va.gov/SOR Records/27VAO47.asp

]l¡rc yor¡ reed, e¡d uritttr ¡fe¡c¡t¡o¡, sptcm, or pro3lr.n Gempå/ urab, ¡l deta m¡¡¡¡emcnt
¡¡¡ct¡¡s b thc $ûþn ef icccd¡ tlot¡(;c(s)?

Docs thc SVstCn of iccords lloûice reqole ¡nodficat¡o¡¡ or çd¡t¡nC? fao

Ftæc*ctVâ/b,
b Ft coþctc¡l bV p¡pcr mcthods? Ycs

b F[ cohctcd by ver-bC methods? Y'ce

b ?A cohctcd bV rtm¡tcd nctbods? Ycs

b a Prþ¡cV dicc prouidhd? Yes

ero¡¡¡¡¡¡V and liniq: ts th. prûuecy noticc provid:d .t tàG ttrrc of dat¡ colcclioa? Ycs

Furgoec: Docs thc ¡r.r¡cV ¡oticc dcscr,ibc thc fiæied nrpocctsl tor uå¡ct thc hlixm¡thr¡
urtbc Bscd? Yc¡

Âüàedty: Eoes thc pr¡v¡cy aoticc sDCGÜV töe cúúccts of ¡rov¡d¡¡ ¡ñforn¡tbr¡ on e ud$t¡ry
barb? Yes

Disclosr¡res: Does the prtuary notke specfi ræt¡a€ use(sl tåat m¡y be made of th€
¡núormatbn? Yes

3. Sy¡to*¡ of R.cords P.gp¡l



(FY 2011) PIA: Notice
Please fill in each column for the data types selected.

Data Type collection Method what will the subiects be told about the How is this message How is a privacy
information collection? conveyed to them? notice provided?

Veteran or Primary Subject's Personal

Contact lnformation (name, address,

telephong etc) Electronic/File Transfer Provided for hire (benefits info) Written Wr¡tten

Family Relation (spouse, children,
parents, grandparents, etc) Paper Provided for job application or for hire Written Wr¡tten

Service lnformation Paper Provided for hire (benef¡ts ¡nfo) Written Wr¡tten

Medical lnformation N/A

Criminal Record lnformation N/A

Guardian lnformation N/A

Education lnformation Paper Provided for hire Written Wr¡tten

Benefit lnformation Paper Provided for hire (benefits info) Written Written

Other (Explain)

Data Type !s Data Type stored on source ls data collection 
Additional

,orr rrr,"ri- 
-" (lf requested, identify the specific file, Mandatow.,ot 

co,o,,,"n,,
entity and/or name of agency) Voluntary?

Veteran or Primary Subject's Personal

Contact lnformation (name, address,

telephone, etc) VA Files / Databases (ldent¡fy f¡le) Mandatory PAID, OLDE, FUM

Family Relation (spouse, children,
parents, grandparents, etc) Yes VA Files / Databases (ldentify f¡le) Uqq{elqL PAID, OLDE, FUM

Service lnformation

4. Notice

Yes VA Files / Databases (ldentify file) Mandatory PAID, OLDE, FUM

Page 5

Medical lnformation



Criminal Record lnformation

Guardian lnformation

Education lnformation Yes VA Files / Databases (ldentifo file) Mandatory PAID, OLDE, FUM

Benefit lnformation Yes VA Files / Databases (ldentifo file) Mandatory PAID, OLDE, FUM

Other (Explain)

Other (Explain)

Other (Explain)

4. Notice Page 6



(FY 2011| FIA: Data Sftarlrg
ecü.f

o,!.¡E ü.. r*c ...r¡s rÒ¡tvåcÐ.cD r. "i- ffiA¡trcü/fø!¡rþio¡ üb $.dr¡rd bp4oer. *[o hfc¡rdor?¡ü¡t n?

ha.çn.|Så*il¡: YA Oqeirntioa ECPS llo Flr Tr¿mfcr Pt hfe Þ.sscd ¡s *¡tcr¡.|þVA
aad ¡Geded lo pro€ess

cmpbyee paVrot

OthcrYAcr¡o Or3¡¡¡¿¡tb¡ ll
d.rFcd.rd6æçrnctA¡cncy llA

St¡tc6ouclaæ*Alc¡cy tl
tocd Gær,reot Acancy faA

f:¡c¡reh Erlfy
q|.r Pro¡.ctl Systcm

Ol¡cr ?toû.cr / Systcm

OtLtr trcicct/SV¡tem

(FY 2011) FtA: Aeccs¡ to Rccords
DoGs th. systcm ¡¡thcr bfb¡r¡¡thn from ¡aother systcn?
Pb¡sc e¡tcr tbe r¡mc of tåc system: Elcclroaic /Fil¿ trnsÍer from 202 YA P¡Vrol Silcs

?cr resposcs ¡¡ T¡ba, does tþ system:¡tàcr ¡otorn¡tba &om ¡a ¡¡d¡¡tidt¡C?

ü bforn¡ti¡o b ¡aûher,ed from an I P* ¡ Wittca t¿scst
¡¡d¡v¡¿¡nl b rhc ¡oúoruù¡tbe prwhhd: r ffi*åT,ffi ,"*"

Ycs

b ûcrc a colth¡c¡cy ,û¡â h phec to ploccss i*oçn¡tþ¡ uåca tô€ slrtcn b dom? tüo

6. htr Sh.rile SAcc¡¡¡ PqG7



wilPÍd.ta bG hchduå
(FY 2011) FIA: Sccondary Use

f Ong¡/Ahoûrol Couaseliag f f¡:c¡td¡c¡6¡ f HV

f ycs, plcasc cbct al tb¡t a¡Cy: l- Hse¡rcb ¡- S¡d(þ Cen F @hcr (Flease Explin)

De¡cribe ¡rocess for a*àodAry aocers to tåb &ta.&sw:

5. D& Slerhe tAcoc¡s Fags E



(FY 20LL) PIA: Program Level Questions

Does this PIA form contain any sensitive information that could cause harm to the Department of Veterans Affairs or
lf Yes, Please Specif,i:

No

Explain how collected data are limited to required elements:

Answer: Data elements are limited to active employees of the VA and input by valid VA representat¡ves.

How is data checked for completeness?

Answer: Employee review and data dedits within EEX and OLDE input subsystems check the data for completeness and logic checks before being
passed to the Edit and update subsystem.

What steps or procedures are taken to ensure the data remains current and not out of date?

Answer: EEX and OLDE input transactions update PAID daily. All employees have acess to their service record information, and they may utilize EEX or
contact their HR/Payroll agents to updated information.

How is new data verified for relevance, authenticity and accuracy?

Answer: Data edits are placed within the EEX and OLDE input subsystems that check the entered data for relevance, authent¡c¡ty and accuracy before

being passed to the Edit and Update subsystem. In the Edit and Update subsystem, the data is again ed¡ted and checked for relevance and

authent¡c¡ty before being added to the PAID records.

Additionol lnformøtion: (Provide any necessary clorifying inþrmation or odditionøl explonotion for this section.)

Answer:

What is the data retention period?

Answer: PAID data is retained on line for all active VA employees at the Austin lnformation Technology Center. After one Pay Period for a VA

employee who is no longer an act¡ve employee and 26 Pay Periods for a DFAS employee, the data is archived on tape, transferred to a records facility

for two more years, and disposed of in accordance with disposition author¡zat¡on approved by the Archivist of the Un¡ted States.

Explain why the information is needed for the indicated retent¡on period?

Answer: The PAID data is used to process payroll data; sometimes corrections for past actions need to be accomplished.

-What are the procedures for eliminating data at the end of the retention period?

6. Program LvL Questions Page 9



Answer: Paper documents may be shredded or burned and record destruction is documented in accordance with NARA guidelines. Selected
destruction methods for other data media comply with NCSC-TG-O25 Version-2/VA Policy. lf a degausser is not available, the media is destroyed by
smelting, pulverization or disintegration. Other lT equipment and electronic storage media are sanitized in accordance with procedures of the
NSA/Central Security Service Media Declassification- and Destruction Manual and certified that the data has been removed or that it is unreadable.
Certification identifies the Federal lnformation Processing (FlP) item cleared. FIP equipment is not excessed, transferred, discontinued from rental or
lease, exchanged, or sold without certification.

Where are these procedures documented?

Answer: The disposition authority is documented in Record ControlSchedule 10-1, Section XL¡ll-1and Xllll-2. Disposition instructions and procedures

for electronic media are documented in NCSC-TG-O25 Version-2/VA Policy, VA Form 0751, lnformation Technology Equipment Sanitization Certificate.

How are data retention procedures enforced?

Answer: No records are disposed/destroyed without the approval of the facility's Record Control Manager. All records are disposed of in accordance

with VA Policy and disposition authority (RCS 10-1). Archived and retired records are maintained in accordance with VA Policy.

Has the retention schedule been approved by the NationalArchives and Records Administration (NARA)
Yes

Additionol Informotion: (Provide any necessory clorifying inþrmation or odditionol explonotion for thís section.)

Answer:

ine Privacy Protect¡on

Will information be collected through the internet from children under age 13?

lf Yes, How will parental or guardian approval be obtained?

Answer:

6. Program LvL Questions Page 10



(FY 2011) PIA: Securlty
ls the ¡y¡te¡ny'¡ppk¡tþny'fogram follorùg lT securty fe$¡¡remerús ar¡d proced¡¡res ree¡¡ired by federd l¡w ¡nd poliea to ensure that
ù¡form.rtþo b approprbtely s¿cwed.

lÞs the sVstem/¡pp¡c¡t¡¡¡n/progr¡¡¡ coñdr¡ct€d a risl assessmeoù klentified agpropraate sec¡¡r¡ty cmtrols to protect ag¡¡o¡t that r¡sk, ¡od
¡mpþmented those cootrols..

Yes

ls seqrity modtorin8 conôrcted on at þãla qoarterh basis to en¡rre that ccntrols contixæ to work properh safegu¿rd¡4 tl€
i¡¡formatbn?

ls s€crx¡ty test¡ng condr¡cted on at þe5l a quertedy b¡s¡s to ensure that cootrols cor¡ti¡rue to wort propedy, sefeguard¡ng th€ informatbn?

fue performar¡ce evalstir¡ns co¡rdæted on at least a g¡¡artert basi¡ to ens¡re that cootrob coot¡ue to úúorl properlV, saleg¡¡ard¡ng th€
hformatk¡n?
lf 'Ìlo' to any of tt¡e 3 q¡estbns above, pþese describe why:

Answef:

Yes

Yes

ls ¡dcqs¡te phys¡¡¡l secur¡U h place to protect aginst uoa¡¡ôori¿ed ¡cces¡?

lf '}ls' pþase describe why:

Ânswef:

Explafor how tlle proþct m€ets lT secû¡ty req¡*ements ¿¡¡d procedures reepired by federal law.

Answer: Tlæ DfAS syst€m b ho¡¡s€d.t the AfÍC arld ¡s a p¡rt of tåe PAÞ systes¡. At tåe foi¿rt lsel, secur¡ty it prodded by the Ar¡stÙ¡ loform¿tim
Tecfu¡ology Center (AITC). DfAS operat€s wiüúr¡ the AffC tAll e¡wkonme¡¡t, and wil be granted a fdl À¡thor¡ty to Operate ¡¡pdn cornplet¡on of testing

ild adocurt€at rey¡ew. DfAS ¡s irh¡ded h AITC password management and user a¡¡thenticatioo processes. Access is graoted þ imlvleþab with AITC

TSO æcess and written autlrsrizatirm ftom their supervbsr. Facifty staff êtermir¡es lsel of access for inclivitlt¡¡ls to vþw a¡rd report on the¡r data. ln

additbn, in accorda¡rce w¡ô $e co.ìtract betlx€€n the cootractor and ttre goverilneñç al coñtractors witl¡ accest to DFAS informati¡m are reguired to
meet thc ATC cootrætor secsity rqiremeets.

Exy'irin wtrat secwþ risls were kþrÊ¡fied i¡ üre secur¡ty ¡sses$¡t€r¡t? (ûe& dl thot appty)

Yes

l- Air Conditionin¡ Filure
li7 Chem¡cel/[¡¡ological Contåm¡net¡on
lit 6l¡ckmdl
17 Sombthreats
l- ¡ur¡try/lre¡t ln/Robbcrv

f ft¡ld/Fro.t/snôw
17 Corru¡¡r¡nic¡t¡ons !ß3

17 Con¡puter lntrusion

l- Corrputcr lúIsuse

t7 D¡t¡ Da3tflrt¡oo

Answcr: (Other Rbks) lnsäer Tlreat (profess¡cnC Crirni¡als, dl$r¡¡ntled perso¡¡¡¡el, foreitn ageots, terror¡sts, p+¡ys¡<C seority), External Threat

(external h¡cter, worms & vkuses, Trojans, r¡alwarel, Environ¡ner¡tal Thre¡t ffornðdoet Man l¡lade threats).

F7 Dat¡ f,i¡sdosrre

ñi tÞta lnteßr¡W [oss

tr Oen¡¡l of Service Att¡cts
tr ¡¡rtt¡qrntes
l- Eavcsdropgi¡dlnærccption

tr errors {Conf¡g¡retioo r¡d Þte Entry)

F Fire (F¡lsc tlarm, fi¡þ¿ *rd t¡¡r¡orl

tr Floodi¡r3fw¡tcrD.õ¡{c

f Fn¡d/Embczzlemcnt

l- Her¡ì¡a¡a Fih¡ra
tr Ë€nt¡WTh!ft
tr M¡l¡c¡or¡scoda
l- Powerloss
tr S¡botareÆerrorism

tr Stonr¡s/lþn¡ca¡rcs

l- S¡¡bst¡ncc Abssc

tr rhcftofAsscts
tr rhcftof D¡t¡
I- V¡nd¡lismy'ßiotin¡

7. Secuty Pæe 11



Exgfiri wh¡t s€cr¡r¡ty controls .re be*¡g uscd to n¡Ii¡ete these risks. @ter* ú thct oWly)

F Acoess Contro¡ F Continrcnc.v Plan¡únr 17 pcnonncl Security

tr ¡r¡¡Tt and AøuntdÐ¡l¡ty 17 Hentif¡c*¡on a¡¡d Authent¡cat¡,on tr phy¡¡c.¡ a¡¡d Enviroomental FrÞtect¡on

17 Awareness and Trainiry F krcidcnt Rcsgoase
F Risl llroagement

It Ccrtif¡c¡tþn.nd Accrcel.t¡t¡on Sccr¡rity Asscsssrcots

17 Conflauraû¡on tbôa¡Graêot 17 lèd¡a Protcct¡oo

Answer: (O$er Cor*rols)

PIA: PIA Assess¡,Y¡ent

ldêatf! u*¡at dyÐ¡ces were made regrelirg the proiect/sysæm or colectkn of i¡formation as a re$¡fr of ærfo¡m¡¡g the Pn.
Ânswer: ffesficted access aad secsty was part of üe or¡gûlal des¡Én to mi¡¡ntdn ü€ ¡ote8r¡ly ef fr¡aacd data and ve¡¡dor data. The system as 10096

colrtinedbel*¡düreûrewaloftlreVAslr¡sti¡krformatþoTedupþgCenær. Ståteoftheartdatasecqityauftsandsafeguardsareusedtoprotect
ttre systems tåat operat€ at thb fac*ty. Data can ool,f be ac¡esed by VA empbyees. The persomel accessfoig ttæ data must complete aN of the VAs

reqrdred baef8fouod chects ar¡d receive speciñc pernússbn ftoør tlleir serúcing lafonn"¡¡¡on Securty Oúñcer (60| before bdng granted th€ accesses

reqr$red to vi* Privæ1 lnûcrmatbn cocti¡¡ed wiütin DfAS.

Avail¡l¡¡ilþAs¡¿s¡mcot ftÞdet¡bdngcolected V

¡s rrct ara¡l¿ble to process for llry rea¡øt urhatu¡l
tt¡e potent¡al inpact b€ ¡¡goo tå€ sy¡t€rn or f

ort¡rû¡t¡n?
rcfc.O.cl

Dûrfbl hrp¡ci b ||| I å. þû! of anLùQ codtl bc cpccbtl þ lntc ¡ ¡cvcrc or
¡drc¡¡e cftd on oec¡üeî¡, æscB t ¡t hrllr¡.

pelcr¡¡.| lnp.d b Eþl f lhe bs¡ of ¡val¡bty cot5 bc .n Glcd þ h¡vc ¡
mopcr*xs. æ¡¡lts s ixhlitlt*.

Doþrfd ¡!p.d b ¡If åc b$ eú¡u¡l¡òfly ccS be cpeded lo h¡w ¡ ¡n¡bd
cfild oe oF selrrs, ¡¡rol3 or htfuidr¡*.

þ¡g¡fi&À¡¡ef¡EÊgÈ f thedat¡ be¡¡¡¡cofected V
has been cornpted for aoy reascn what wil thc

potent¡al ¡mpæt be upon the system or f
orgøúz¡tbn?

tGl¡¡.O..1

peþrt l hpsd b |l| f lhe þss oú ¡fegrfy cot¡rl þe e¡gecled b lr¡ve ¡ seve¡e or
*crse eñert o¡¡ oeqelbn¡, ¡sets or i¡¡h*l¡¡b.

Tte polqû¡l irp¡cf i¡ fh¡|¡ ¡l he þEs of ile$iü co¡5 be e¡geclGC b h¡re ¡ se¡ix.s
cf,¡d on oocrdor¡¡, as!êl¡ er iufui.lt*.

polGl*¡l¡np.Gl b hlÍhe loss of ¡lcgriry coü be e¡Oecledþ t¡aw a Imlc¡l
on opct¡¡.nô, ¡ssel¡ o¡ ixhrtr¡¡b.

v
Co¡¡fideetialib¡Assessn€r¡t lf the dat¡ be¡og

cotecled has been sl¡ared with unar¡üorized

¡e.l¡vaC¡¡.tr wh.t wil the poteotd ¡¡p¡ct be upo¡¡ l-
thê syst€ûr or or3¡â¡z¡tim? Ffecc Orel r

Tt€poleilel¡npect blþ|f eebcs cf co¡#eila¡U ootßbee4ecledþ h¡rea severe
eftclon

p*r*dinpadþfshnllf hebss of csn¡dentelrycoü¡lbe e)gecþd þ h¡ve a
¡drrcr¡c eftcl on oDGr*æc, ss€t¡ or hÛvËt¡b.

Dei.ûl¡r¡p¡GlbhUlåc þcs oúcsr¡a¡bnHycq$ bce¡peüd þ h¡vc e lø¡lcd
cñdo¡¡ oeq¡torl., ¡ss€a qirhrirl¡-.

7. Socr¡t Pqe12



The controls are being considered for the project based on the selections from the prev¡ous assessments?

The minimum secur¡ty requirements for our high ¡mpact system cover seventeen security-related areas with regard to protect¡ng the confidentiality,
integrity, and availability of VA information systems and the information processed, stored, and transmitted by those systems. The security-related areas
indude: access conlrol; awareness and training; audit and accountabil¡ty; certiftcation, accreditation, and security assessments; conf¡guration
management; contingency planning; ¡dent¡f¡cat¡on and authentication; incident response; ma¡ntenance; media protection; physical and environmental
protection; planning; personnel secur¡ty; risk assessment; systems and services acquisition; system and commun¡calions protect¡on; and system and
information integrity. Our facility employs all security controls in lhe respective high impact secur¡ty control baseline unless specific exceptions have been
allowed based on the tailoring guidance provided in NIST Special Publication 800-53 and specific VA directives.

Pleose add odditional controls:
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(FY 20111 PIA: AdditionalComments
Add any addlüonal comments or information that may have been left outforany question. Please

indicate the question you are responding to and then add your co4qments.
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lications
of these are sub of

Access Manager

Actuarial
Appraisal System

ASSTSTS

Awards

Awards

Baker System

Bbraun (CP Hemo)

BDN Payment History

BIRLS

C&P Payment System

C&P Training Website

CONDO PUD Builder

Corporate Database

Data Warehouse

EndoSoft

FOCAS

lnforce

INS - BIRLS

lnsurance Online

lnsurance Self Service

LGY Home Loans

LGY Processing

Mobilization

Montgomery Gl B¡ll

MUSE

Omnicell

Priv Plus

RAr/MDS

Right Now Web

SAHSHA

Scr¡pt Pro

SHARE

SHARE

SHARE

Sidexis

Synquest

9. VBA Minor Applications

Automated Sales Reporting (ASR)

BCMA Contingency Machines
Benefits Delivery Network (BDN)

Central¡zed Property Tracking System

Common Secur¡ty User Manager (CSUM)

Compensat¡on and Pension (C&P)

Control of Veterans Records (COVERSI

Control of Veterans Records (COVERS)

Control of Veterans Records (COVERS)

Courseware Delivery System (CDS)

Dental Records Manager

Education Tra¡n¡ng Webs¡te

Electronic Appra¡sal System

Electronic Card System (ECS)

Electronic Payroll Deduction (EPD)

Eligibility Verification Report (EVR)

Fiduciary Beneficiary System (FBS)

Fiduciary STAR Case Review

Financial and Account¡ng System (FAS)

lnsurance Unclaimed Liabilities

lnventory Management System (lMS)

LGY Centralized Fax System

Loan Service and Claims

Loan Guaranty Training Website

Master Veterans Record (MVR)

Mental Health As¡sstant

Nat¡onal Silent Monitoring (NSM)

Powerscribe D¡ctat¡on System

Rating Board Automat¡on 2000 (R842000)

Rating Board Automat¡on 2000 (R8A2000)

Rating Board Automation 2000 (R8A2000)

Records Locator System

Review of Quality (ROa)

Search Participant Profile {SPP)

Spinal Bifida Program Ch 18

state Benef¡ts Reference system

State of Case/Supplemental (SOC/SSOC)

Automated Folder Processing System (AFPSI

Automated Medical lnformat¡on Exchange ll (AIME ll)

Automated Medical lnformation System (AMIS)290

Automated Standardized Performace Elements Nat¡onwide (ASPEN)

Centralized Accounts Receivable System (CARS)

Committee on Waivers and Compromises (COWC)

Compensat¡on and Pension (C&P) Record lnterchange (CAPRI)

Compensation & Pens¡on Tra¡ning Website

Corporate Waco, lndianapolis, Newark, Roanoke, Seattle (Corporate WINRS)

D¡str¡bution of Operational Resources (DOOR)

Educational Assistance for Members ofthe Selected Reserve Program CH 1606

Electron¡c Performance Support System (EPSS)

Enterprise W¡reless Messaging System (Blackberry)

Financial Management lnformation System (FMl)

Hearing Officer Letters and Reports System (HOIAR)

lnquiry Routing lnformation System (lRlSl

Modern Awards Process Development (MAP-D)

Personnel and Accounting lntegrated Data and Fee Basis (PAID)

Personal Computer Generated Letters (PCGL)

Personnel lnformation Exchange System (PIES)

Personnel lnformation Exchange System (PIES)

PostV¡etnam Era educational Program (VEAP) CH 32

Purchase Order Management System (POMSI

Reinstatement Entitelment Program for Survivors (REAPS)

Reserve Educational Assistance Program CH 1607

Service Member Records Track¡ng System

Survivors and Dependents Education Assistance CH 35

Systematic Technical Accuracy Review (STAR)

Training and Performance Support System (TPSS)

VA Online Certification of Enrollment (VA-ONCE

VA Reserve Educational Ass¡stance Program

Veterans Appeals Control and Locator System (VACOLS)

Veterans Ass¡stance D¡scharge System (VADS)

Veterans Exam Request lnfo System (VERIS)

Veterans Serv¡ce Representative (VSR) Advisor

Vocational Rehab¡l¡tat¡on & Employment (VR&E) CH 31

Waco lndianapolis, Newarþ Roanoke, Seattle (WINRS)

Page 15



VBA Data Warehouse Telecare Record Manager web Automated Folder Processing System (WAFPS)

VBA Tra¡ning Academy VBA Enterprise Messag¡ng System Web Automated Reference Mater¡al System (WARMS)

Veterans Canteen Web Veterans On-L¡ne Appl¡cations (VONAPP) Web Automated Verification of Enrollment

VIC Veterans Serv¡ce Network (VETSNET) Web-Enabled Approval Management System (WEAMS)

VR&E Tra¡n¡ng Webs¡te Web Electronic Lender ldentif¡cat¡on Web Service Medical Records (WebSMR)

Web LGY Work Study Management System (WSMS)

Explain any m¡nor appl¡cat¡on that are assoc¡ated w¡th your installation that does not appear in the list above. Please prov¡de name, br¡ef
ts vou mev wish to include.

nts
Pll collected by this min or application?

this minor appl¡cat¡on store Pll?
yes, where?

has access to this data?

Name

Description

ls Pll collected by this m¡n or applicat¡on?
Does this minor application store Pll?
lf yes, where?

has access to this data?

n
omments
Pll collected by this min or applicat¡on?

this minor application store Pll?
f yes, where?

has access to this data?

9. VBA Minor Applications Page 16



(FY 2011
Which of these are of

AS¡STS

Bed Control

CAPRI

CMOP

Dental

Dietetics

Fee Basis

GRECC

HINQ

IFCAP

lmaging

Kernal

Kids

Lab Service

Letterman

Library

Mailman

Medicine

MICOM

NDBI

NOIS

Oncology
PAID

Prosthetics

QUASER
RPC Broker

SAGG

Scheduling
SocialWork
Surgery

Toolkit

Unwinder
VA Fileman

VBECS

VDEF

VistALink

Beneficiary Travel

Care Management

Care Tracker

Clinical Reminders

CPT/ HCPCS Codes

DRG Grouper

DSS Extracts

Education Tracking

Engineering

Event Capture

Extensible Editor

Health Summary

lncident Reporting

lntake/ Output

lntegrated Billing

Lexicon Utility

List Manager

MentalHealth
MyHealthEVet

NationalDrug File

Nursing Service

Occurrence Screen

Patch Module

Patient Feedback

Police & Security

Problem List

Progress Notes

Record Tracking

Registration

Run Time Library

Survey Generator

Utilization Review

Visit Tracking

VistALink Security

Women's Health

Accounts Receivable

ADP Planning (PlanMan)

Bad Code Med Admin

Clinical Case Registries

Clinical Procedures

Consult/ Request Tracking

Controlled Substances

Credentials Tracking

Discharge Summary

Drug Accountability

EEO Complaint Tracking

Electronic Signature

Event Driven Reporting

Extemal Peer Review

Functional lndependence

Gen. Med. Rec. - l/O

Gen. Med. Rec. - Vitals

Generic Code Sheet

Health LevelSeven

Hospital Based Home Care

lnpatient Medications

lntegrated Patient Funds

MCCR National Database

Minimal Patient Dataset

National Laboratory Test

Network Health Exchange

Outpatient Pharmacy

Patient Data Exchange

Patient Representative

PCE PatienU HIS Subset

Security Suite Utility Pack

Shift Change Handoff Tool

Spinal Cord Dysfunction

Text lntegration Utilities

VHS & RA Tracking System

Voluntary Timekeeping

Adverse Reaction Tracking

Authorization/ Subscription

Auto ReplenishmenU Ward Stock

Automated lnfo Collection Sys

Automated Lab lnstruments

Automated Med lnfo Exchange

Capacity Management - RUM

Capacity Management Tools

Clinical lnfo Resource Network

Clinical Monitoring System

Enrollment Application System

EquipmenU Tum-in Request

Gen. Med.Rec. - Generator

Health Data and lnformatics

ICR - lmmunology Case Registry

lncome Verification Match

I ncomplete Records Tracking

lnterim Mangement Support

Master Patient lndex VistA

Missing Patient Reg (Original) A4EL

Order Entry/ Results Reporting

PCE Patient Care Encounter

Pharmacy Benefits Mangement

Pharmacy Data Management

Pharmacy National Database

Pharmacy Prescription Practice

Quality Assurance lntegration

Quality lmprovement Checklist

Radiology/ Nuclear Medicine

Release of lnformation - DSSI

Remote Order/ Entry System

Utility Management RolluP

CA Vertified Components - DSSI

Vendor - Document Storage Sys

Visual lmpairment Service Team ANRV

Voluntary Timekeeping National

1 0. VISTA Minor Applications Page 17



Explain any minor application that are assoc¡ated with your installation that does not appear in the list above. Please

provide name, brief description, and anv comments vou may wish to include.

Pll collected by this minor application?
this minor application store Pll?

yes, where?
has access to this data?

s Pll collected by this minor application?
this minor application store Pll?

f yes, where?
has access to this data?

nts
s Pll collected by this minor application?

this minor application store Pll?
f yes, where?

has access to this data?

1 0. VISTA Minor Applications Page 18



1184 Web
A4P
ADT
BDN 301
CP&E
DRM Plus
DSIT
ENDSOFT
EYECAP
Genesys
tcB

KOWA

MHTP
NOAHLINK
Omnicell
Optifill
Ptcts oR
Q-Matic
RAFT
RALS
SAN
Sentillion
Stellant
Stêntor

Agent Cashier
Air Fortress
Auto lnstrument
Cardiff Teleform
CHECKPOINT
Data lnnovations
DELIVEREX
DSS Quadramed
EKG System
ePROMISE
Lynx Duress Alarm

Mumps AudioFAX

Onvicord (VLOG)
P2OOO ROBOT
PACS database
PIV Systems
Remedy Application
Traumatic Brain lnjury
VAMedSafe
VBA Data Warehouse
VHAHUNAPPl
VHAHUNFPCI
VISTA RAD
Whiteboard

Administrative Data Repository (ADR)
Automated Access Request
Bed Board Management System
Cardiology Systems (stand alone seruers from the network)
Clinical Data Repository/Health Data Repository
Combat Veteran Outreach
Committee on Waiver and Compromises
Crystal Reports Enterprise
D ICTATION-Power Scribe
EDS Whiteboard (AVJED)
Embedded Fragment Registry
Enterprisê Terminology Server & VHA Enterprise Terminology
Services
Financial and Accounting System (FAS)
Financial Management System (FMS)
Health Summary Conting€ncy
Microsofr Active Directory
Microsoft Exchange E-mail System
Militarylt/et Eye lnjury Registry
Personal Computer Generated Letters
QMSI Presøiption Processing
Scanning Exam and Evaluation System
Tracking Continuing Education
VA Conference Room Registration

Explain any minor application that are assoc¡ated with your installation that does not appear in the list above. Please

ments

Pll collected by this minor application?

this minor application store Pll?
yes, where?

has access to this data?

s Pll collected by this minor application?

th¡s minor application store Pll?
f yes, where?

has acc€ss to this data?

Pll collected by this minor application?

this minor application store Pll?
lf yes, where?

has access to this data?

1 1. Minor Appl¡cations Page 1 I



(FY 2011) PIA: Final Signatures
CDCO > AITC > VA > Defense Finance Service IDFASI Secure Transmission

5L2-326-6217 amy.howel@va.gov

l202l 461-6254 neil.cruz@va.gov

5t2-326-æ22 John.Rucker@va.gov

202-461-6105 roy.coles@va.govData Owner:

Digital Signature Block

OtherTitles:

Digital Signature Block

00

Date of Report:

OMB Unique ProJect ldentifier

Project Name

02l20tt
029{0{1-19-01-1330-00

CDCO>AITC>VA>Defense
Finance Accountability Service

(DFAS) Secure ePayroll

Transmission

Owner/ Chief lnformat¡on Off¡cer: John Rucker
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(FY 20111 PIA: Final Sþnatures

Howe

Name:

DigitalSþn' J. lãþC=lßO-U.S.
Ftore =O¡prh¡rlslV*m

2Ot'1.03.2a l0$l:2t .o8ú

lnformation Officer:

DigitalSþnature Block

t¡¡g¡tal Sen¿ü¡re Sock

OtherTitles:

Digital Signature Block

Date of Report:

OMB Unique Pro¡ect ldentifier

Project Name

512-32æ217 Amv.Howel@va.oov

512-326-æ22 John.Rucker@va.oovlnformation Officer: John Rucker

lnformatirm Owner:
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(FY 20L1) PIA: FinalSignatures

c
!
t
Þ

l
c

'l
c
C

C(
Name: CDCO > AITC > VA > Defense Fina¡lce Servke (ÐFASI Secure ePayroll Transrnbsion

5t2-326-62I7 amy.howel@.¡a.gov

1ZO2l46L-6å4 nel.cru¿@va.gov

5L2426-6422 John.Rucker@va.Bo¡

æ2-461-6105 roy.coles@vagovData Owner:

Prqlect h¡eñE

t2- Fhal Signatures

Wrk/f DþÞrsignat'eBrock I
ttrtv I
tuLa.Î¡l--, I n

o2l2oLL
02$00-01-19-01-133G00

CDCO>AITC>VA>lþfense
Ff n ance Accou ntabi l¡ty 5e rvice

{DFASI SecureePayrol
Transmission

S¡¿ne¡/ Chief lnformation officer: lohn Rucker
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